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IHoauTuka MHPOPMALMOHHOI 0€30ITACHOCTH

TI'ocynapcTBeHHOT0 0I01KETHOT0 001I€00PA30BATEIBHOI0 YUPEKIEeHUS
cpeaHeii 001meo0Opa3zoBareabHON MIKOJIbLI Ne 112
Boi0oprckoro paiiona Cankr-Ilerepoypra

1. OOmee nonoxkenue

1.1. Hacrosmas nmonutuka uHpopmanronnoi 6e3omacHoctd ['BOY mikonsr Ne 112
(nanee — IlonuTHka) npeacTaBisieT cOOOW TOKYMEHT, B KOTOPOM ONpE/esieHbl TpeOOBaHUS K
HOJb30BATENsIM  MHGOPMALMOHHBIX  CHCTEM  IE€PCOHAIBHBIX  JAHHBIX, JOJDKHOCTHBIE
00513aHHOCTUY CTENIEHb OTBETCTBEHHOCTH COTPYAHUKOB ['BOY mikomer Ne 112, cBsi3aHHBIX C
00paboTKoit mepcoHambHbIX AaHHBIX (IT/1H).

1.2. Taroke [loautuka onuceiBaeT paboThl o obecnedenuto 6e3onacuoctu I1/1H,
COCTaB CUCTEMBI 3alIUTHI epcoHabHBIX HaHHBIX [ BOY mikomsr Ne 112 u ocHOBBIBaeTcs Ha
CJIEAYIOIIMX HOPMATUBHO-IIPABOBBIX U METOJMUYECKUX JJOKYMEHTaX:

. ®enepanbhbliil 3akoH oT 27.07.2006r. Nel52-®3 «O nepcoHaIbHBIX JTaHHBIX» C
W3MEHEHUSMHU, YTBEPKIEHHBIMU DenepanbHbIM 3akOHOM 0T 14.07.2022 Ne 266-D3 «O
BHeceHuU n3MeHeHuil B denepanbHblil 3ak0H «O MepCOHaIbHBIX TAHHBIX»;

. [Tocranosnenue IIpaButenscrBa PO ot 01.11.2012r. Ne1119 «O06 yTBepxxaeHun
TpeOOBaHUH K 3alUTE EPCOHATBHBIX JAHHBIX MPU UX 00paboOTKE B
MH(POPMAIMOHHBIX CHCTEMaX MepPCOHAIbHBIX JAaHHBIX .

. «ITonoxenune 06 oco0eHHOCTAX 00PaOOTKU MEPCOHATBHBIX JIaHHBIX,
OCYIIECTBIsIEMON 0€3 HCIOIb30BaHUs CPEICTB ABTOMATU3ALIUNY, YTBEPKIEHHOE
[TocranoBnenuem IIpaBurenscta POoT 15.09.2008r. Ne687;

. «[TonoxxeHune o MeTogax u cnoco0ax 3alUThl HH(OpMALUK B HUH()OPMAIIHOHHBIX
CHUCTEMAaXIePCOHANBHBIX JaHHBIX», YTB. mpukazoM ®CTIK Poccun ot 5.02.2010r.
No58;

. «TpeboBaHus K MaTepHaIbHBIM HOCUTEISIM OMOMETPUUECKUX MEPCOHATBHBIX
JAHHBIX ¥ TEXHOJIOTUSAM XPaHEHUs TAKUX JIAHHBIX BHE HH(OPMAIIMOHHBIX CHCTEM
IIEPCOHAJIBHBIX TaHHBIX», yTBepKIeHHbIE [locTanoBnennem [IpaBurenscrBa PO ot
06.07.2008 r. Ne512;

. HopmaTtuBHo-MeToanueckue J0KyMeHThl DeiepanbHOM CITyKOBbI 11O
TEXHUYECKOMY U 3KCIIepTHOMY KOHTpoJto Poccuiickoit deneparin no odecriedeHno
6e3onacuoctu [1J[n nmpu nxo6padotke B UCIIH;

o Konnenmus nadopmannoHHON 6€30MacHOCTH HHPOPMAIIMOHHBIX CUCTEM
nepcoHabHBIX NaHHBIXIBOY mikoma Ne 112.
1.3. [TonuTHKa CIIy>KUT OCHOBOM 7151 pa3pabOTKU CUCTEMBI 3aIIUTHI IEPCOHATBHBIX

JaHHBIX, JIOKYMCHTOB, PETJIaAMCHTHUPYIOIIUX 00513aHHOCTH MMOJIb30BaTEICH HH(bOpMaL[I/IOHHBIX CHUCTEM,



IMOPSAIKOB o6pa60T1<1/1 NEPCOHAIBHBIX TaHHBIX U UHBIX HOPMATUBHBIX U MCTOAUYCCKUX JOKYMCHTOB.
2. Heau v 321241 MOJUTUKHA HHPOPMAITHOHHOM 0€30MACHOCTH

2.1. OcHOBHBIMH LEIIMH ITOIUTHKA Wb sIBisroTCs:
e COXpaHEHHE KOH(DHICHIIMAILHOCTH KPUTHYHBIX HHPOPMAIIMOHHBIX PECYPCOB;

e o0ecrieueHne HEMPEPHIBHOCTH JIOCTYIA K HH(POPMAITMOHHBIM PECypcaM IIKOJIbI;

e 3aIIUTa HEJIOCTHOCTH MH(OPMAIMH C LENbI0 TOIJIEPKAHUS BO3ZMOKHOCTH IIKOJIBI
M0 OKa3aHUIOYCIIYT BHICOKOTO KaueCTBa U MPUHATHUIO 3P PEKTUBHBIX YIPABICHYECKUX PEILICHUII;

e TIOBBIIICHHE OCBEJIOMJICHHOCTH MOJIb30BaTeNIel B 00JaCTUPHUCKOB, CBSI3aHHBIX €
MH(OPMALIMOHHBIMU PECYpCaMU ILKOJIbL;

e OIpeAeNieHUE CTENEHU OTBETCTBEHHOCTH U OOA3aHHOCTEH COTPYIHUKOB IIO
o0ecrnieyeHUIOMH(POPMAITMOHHON OE30MTACHOCTH B yIIPABIICHUH.

e TIOBBIIIEHHE YPOBHA 3(G()EKTUBHOCTH, HENPEPHIBHOCTH, KOHTPOIHPYEMOCTH Mep
II0 3aluTe OT peanbHbIX yrpo3 Ub;

e TIPENOTBpAIICHHUE W/UIIHM CHUKEHHE yiiepoa oT nHuuaeHtos 1b.

2.2. OCHOBHBIMH 33JJa4aMHUTIONUTHKN Wb sBIsIFOTCS:

e paspaboTka TpeboBaHuil o obecneuenuro Nb;

e KOHTPOJIb BBITIOJIHEHHS YCTAaHOBJICHHBIX TpeOoBaHuii o obecnieuennio Ub;

e TmoBbIIIeHHE I(P(HEKTUBHOCTH, HEMPEPHIBHOCTH, KOHTPOIUPYEMOCTH MEPOIPUITUN
1o obecriedeHuto u noaaepxxanutob;

e pa3paboTKa HOPMATHUBHBIX JOKYMEHTOB JJisl obecrieueHus: b mkosbr;

e BBISBIICHHE, OLIEHKA, IPOTHO3MPOBAHKUE U MPENOTBpAIllCHUE peann3anuu yrpo3 b
IKOJIBI;

e OpraHm3aIlys aHTUBHPYCHOM 3aIUTHI MHYOPMAITMOHHBIX PECYPCOB IIKOJIBI,

e 3amyUTa HHPOPMAIIMH IIKOJIBI OT HECAHKIIMOHUPOBAHHOTO aocTyna (nainee- HCI) u
YTEUKHU N0 TEXHUYECKMMKAHAJIaM CBSI3U;

e OpraHmzanys TEepPUOJUYECKOW MPOBEPKH  COOMIOACHHS  HMH(OPMALMOHHOU
0€30MacHOCTH CHOCTEAYIOUIUM MPEACTaBICHUEM OTYETa M0 pe3yIbTaTaM yKa3aHHOH MPOBEPKH
JUPEKTOPY LIKOJBIL.

3. KonuenrtyaibHasi cxema o0ecrieueHusi HHPOPMALMOHHOH 0€30MACHOCTH

3.1. ITonmutuka Ub mkossl HampaBiieHa Ha 3aIUTY HH(POPMAIIMOHHBIX PECYPCOB
(aKTUBOB) OTYTPO3, UCXOASAIINX OT MIPOTHUBOIPABHBIX JIEHCTBHUM 3JI0YMBIIIJIEHHUKOB,
YMEHbBIIICHNE PHUCKOB M CHIDKEHUE TIOTEHIIMATBHOTO Bpe/ia OT aBapuii, HEeMpeIHaMepPEeHHBIX
OIINOOYHBIX HeﬁCTBHﬁ COTPYAHUKOB HIKOJIbI, TCXHUYCCKUX cboes ABTOMATHU3UPOBAHHBIX
CHCTEM, HETIPaBUIIbHBIX TEXHOJOTUYECKUX HOPTaHU3AIIMOHHBIX PEIICHNH B MPOIIeccax
noucka, coopa XxpaHeHHsl, 00pabOTKH, IPEIOCTABIIEHUS U PAaCIIPOCTPaHEHUs HH(OpMaLIUU U
obecnieueHue 3¢ hekTUBHOTrO U HecrepeOoitHOro Mpoleccaaes i TeIbHOCTH.

3.2. HanbonpmmmMy BO3MOXKHOCTSIMHU JJIs1 HAHECEHHS yiiepOa 001aaeT cOOCTBEHHBIH
niepcoHal MKOJbI. PUCK aBapuii M TEXHMYECKUX COOECB B aBTOMATU3UPOBAHHBIX CHCTEMaX
OTIpeNIeNIETCS] COCTOSTHUEMAITIapaTHOTO 00eCTIeYeHHS, Ha/Ie)KHOCTBIO CUCTEM
DHEProcHA0KEHHSI U TeIEKOMMYHUKAIMH, KBATU(PHUKAIUEH COTPYIHHUKOB M X CIIOCOOHOCTBIO
K aJ€KBAaTHBIM U HE3aMEJIUTCIbHBIM HeﬁCTBHHM B HEIITAaTHOH CUTyalluu.

33. Crpaterus obecnieuenust Vb kol 3aKimr0yaeTcsi B UCTIONIb30BAHUY 3apaHee
paSpa6OTaHHI)IX MEp HpOTHBOHeﬁCTBHH aTaKaM 3JIOYMBIIIJIICHHHUKOB, a TAKXE IIPOrpaMMHO-
TEXHHUYECKHX MOPTaHU3aMOHHBIX PEIICHHH, ITO3BOJISOIINX CBECTH K MUHUMYMY BO3MOKHBIE
MOTEPH OT TEXHUYECKUX aBapHil U OMMOOUHBIX AEHCTBUI COTPYIHUKOB LIKOJIBI.

4. OcHOBHbIe NPUHIHUIIBI 00ecnieyeHns1 HH(POPMALHMOHHON 06e30NacCHOCTH

4.1. OcHoBHBIMU NpuHIMIIAMH 0becnieuenus Ub:



. IMOCTOSIHHBIN | BCCCTOpOHHI/Iﬁ aHaJIn3 aBTOMATHU3HUPOBAHHBIX CUCTEM U
TPYAOBOro Imnpounecca CHEIbIO BEIABICHHUSA YA3BUMOCTHU I/IH(I)OpMaHI/IOHHBIX AKTHUBOB IIKOJIBI,

. CBOCBPEMEHHOE OOHAPYKEHUE TIPOOJIEM, TOTEHITUAIBHO CIIOCOOHBIX TIOBIIUATH
Ha Vb 1ikostel, KOppEeKTHPOBKA MOJIENICH yrpo3 ¥ HAPYIIUTEIIS;

. pa3paboTKa U BHEIPEHUE 3ALUTHBIX MEp;

. KOHTPOJIb () (HEKTUBHOCTH MPUHIUMAEMBIX 3aIIUTHBIX MEp;

. nepcoHn(UKAILUS U pa3IeIeHUEPOIel M OTBETCTBEHHOCTH MEXKIY

COTPpYAHHKAaMHU LIKOJIbI 3a obecneuenue Yb mkonsl HUCXOJUT U3 MMPpUHIUIIA HepCOHaHBHOﬁ u
€IMHOJIMYHON OTBETCTBEHHOCTH 3a COBCPUIACMBIC OIICpaI1H.

5. O0BEKTHI 3aIIUTLI
5.1. OObekTaMH 3aIIUTBl ¢ TOYKKM 3peHuss b B ymopaBieHHH SBISIOTCS: -
WH(OPMAIIMOHHBIN TpoIecC MPOPECCHOHATBHON NEATEIBHOCTH; -UH(GOPMAIMOHHBIE AKTHUBEI
IIKOJIBI.
5.2. Samuniaemast ”HOOPMAIIHS JETUTCS HA CISAYIONTNE BHUIBI:

o uHpopMaIus Mo GUHAHCOBO-IKOHOMHYECKOH EATEeIHHOCTH IIKOJIBL;

e IEPCOHAIILHBIC JIaHHBIC — JIF00as MHPOPMALUs, OTHOCSIIASACS K ONPEICICHHOMY WIIH
OTpe/eNiIeMOMY Ha OCHOBAaHMHM TakoW uHGpoOpManuu Qu3ndeckoMy JHIy (CyOBEKTy
MEPCOHAIBHBIX JJAHHBIX ), B TOM YHCIIE ero (pamMuiius, uMsi, OTYECTBO, TOJI, MECSI], 1aTa U MECTO
pPOXIIEHUS, ajJpec, CeMeiHOoe, COIMaIbHOE, HMMYIIECTBEHHOE IOJOXKECHHE, OOpa3oBaHHE,
npodeccus, T0XO0Ibl, Apyrasi uHHOPMAIIHs;

e jspyrasi mHGOpPMAIUs, HE OTHOCSIIASACS HU K OJHOMY W3 YKa3aHHBIX BBIIIC BHUJIOB,
KOTOpast oTMe4eHa rpudom «J1Jist ciry:keOHOTO MoJIb30BaHus» Uil «KOHPUIESHIIMATBHOY.

6. TpedoBanusi Mo HHPOPMALMOHHOMH 0€30MACHOCTH

6.1. B oTHOmEHHN BceX COOCTBEHHBIX HH(OPMAIMOHHBIX AKTHBOB ILIKOJBI, aKTHBOB,
HaXOJSIIUXCS MOJ{ KOHTPOJEM IIKOJIBI, a TaKXe aKTHBOB, HCIOJIb3YEMbIX ISl MOTYYCHUS
noctyna K HMHOPACTPyKType INKOJBI, JOJDKHA OBITh  OIpeaelieHa OTBETCTBEHHOCTh
COOTBETCTBYIOLIETO COTPYJHHUKA IIKOJIBL.

Wudopmannss 0 CMEHE BIAJENbIIEB AaKTHBOB, WX pAaCIpENeICHUH, H3MEHEHUSX B
KOH(UrypallMd U MCHOJb30BAHUU 3a MpEJeslaMH IIKOJbI J0JDKHA JOBOAMUTHCS 1O CBEACHUS
HayvaIbHUKA IIKOJIBI.

6.2. Bce paboTbl B mpepenax IIKOJBI JOJDKHBI BBIMONHATBCS B COOTBETCTBHM C
o(pHUIIMANBHBIMHA JOJDKHOCTHBIMU OOSI3aHHOCTSIMU TOJIBKO Ha KOMIIBIOTEpAX, pa3pelieHHbIX K
UCIIOJIb30BaHUIO B YIIPABICHUH.

6.3. BHOC B 37aHWE W TIOMEIICHUS IIKOJIBI JIMYHBIX IOPTaTUBHBIX KOMITBIOTEPOB H
BHEIIHUX HOcUTeed MH(OpMaIK (IUCKH, TUCKETHI, (I3MI- KapThl U T.I1.), @ TAKXKE BBIHOC MX
3a MpeJIeITbl IIKOJIBI IPOU3BOIUTCS TOJBKO MPH COTJIACOBAHUU ¢ aaMHuHUCTpaTopoM JIBC.

6.4. Bce nannble (KOHUACHIIMATBHBIE UITU CTPOT0 KOH(UICHIIMAIBHBIE), COCTABIISIOIINE
TaiHy MIKOJIBI U XPaHSIIMECs Ha )KECTKUX AMCKAX MOPTATUBHBIX KOMITBIOTEPOB, JOJKHBI OBITH
3auppoBaHBbI.

6.5. PykoBoguTenn OKHBI TEPUOTUYECKH IepecMaTpuBaTh MpaBa JOCTYyINa CBOMX
COTPYAHUKOB U JIPYTHX IOJIb30BaTeNel K COOTBETCTBYIOIIMM HH(POPMALIMOHHBIM pECypcaMm.

6.6. B nensix obecrieyeHus CAaHKIIMOHUPOBAHHOTO JTIOCTYTIA K HH(OPMAIIHOHHOMY Pecypcy,
11000i1 BXOJ B CHCTEMY JIOJDKEH OCYLIECTBISTBHCS C HMCIOJIb30BAaHHMEM YHUKAJIbHOIO MMEHU
TI0JTb30BATEIISIH TTAPOJISL.

6.7. [Tomp30BaTeTN JOJDKHBI ~ PYKOBOJICTBOBATHCS  PEKOMEHIAIMSIMU IO
3alIUTe CBOETO MapoJis Ha 3Tale ero BbIOOpa U MOCIEAYIOIIEr0 HCIIOIb30BaHM. 3anperiaeTcs
coo0mIaTe CBOM Mapoib JPYTUM JIHIIAM U MPEIOCTABISATh CBOIO YYETHYIO 3alUCh IPYTHM, B
TOM YHCJIE WIEHaM CBOEH CEMbH U OIU3KUM.

6.8. B mporiecce cBoeld pabOTHI COTPYAHUKH OOS3aHBI MIOCTOSTHHO MCIIOJB30BaTh PEKUM



"OKpaHHOI 3acTaBKU" ¢ MApOJIbHON 3alIUTON. PekoMeHlyeTcs yCTaHaBIMBAaTh MaKCUMalIbHOE
BpeMs "IpocTos" KOMIIBIOTEpA 70 MOSBICHUS SKPaHHOW 3aCTaBKU HE foJibiie 15 MuHyT.

6.9. Kaxxplii coTpyiHUK 00s13aH HEMEIJICHHO yBeIOMUTH aaMuHucTpaTopa JIBC 060 Beex
CIIy4asiXIpe0CTaBICHUS JOCTYIa TPETHUM JIMLAM K pecypcaM KOPIOPATUBHOM CETH.

JlocTyn TpeTbux JIMI K MHPOPMALMOHHBIM CUCTEMAM ILIKOJIbI J10JIKEH ObITh 00YCIOBJIECH
IIPOM3BOJICTBEHHOI HEOOXOAMMOCTBI0. B CBSI3M € 3THM, OPSI0K AOCTYNA K HH(OPMAIIMOHHBIM
pecypcaMm LIKOJIbI JJOJKEH ObITh YETKO OIPEeieH, KOHTPOJIUPYEM U 3alLUILEH.

6.10. CoTpynHuKam, UCHOJB3YIONUM B paboTe MOPTATUBHBIE KOMIIBIOTEPHI IIKOJbI,
MOYKET OBITh NPEIOCTABIICH YIaJIEHHBIH JOCTYI K CETEBBIM PECYpCaM ILKOJIbI B COOTBETCTBUU C
npaBaMU B KOPIIOPATUBHOW WH(POPMALIMOHHOM CUCTEME.

6.11. CorpynHukam, paboTarIUM 3a TMpelaeiIaMd IIKOJIbl C HCIOJIb30BaHHEM
KOMIIBIOTEpa, HE MPHUHAJIeKAIIEr0 YIpaBiICHHUIO, 3aMpelieHO KOMUPOBAHME JAHHBIX Ha
KOMIIBIOTEP, C KOTOPOTO OCYIIECTBISICTCS YAAJICHHBIN JOCTYII.

6.12.  CoTpynHUKH, HUMEIOIIHE IPaBO YIAICHHOTO IOCTyNa K HWH()OPMAIMOHHBIM
pecypcaM IIKOJBI, JOJDKHBI cOOMOAaTh TpeOOBaHME, HCKIIOUYAIONIEe OJHOBPEMEHHOE
MOJKIIIOUEHUE HX KOMIIBIOTEpa K CETH IIKOJAbl M K KaKUM-TUOO JApYyrUM CeTsIM, He
MIPUHAICIKAIIAM IITKOJIBI.

6.13. Bce KOMMBIOTEPHI, MOJKIIOYAEMBIC ITOCPEICTBOM YAAJICHHOTO JOCTyma K
MH(OPMALIMOHHON CETH IIKOJIBI, TOJDKHBI UMETh MpOrpaMMHOe oOecredeHre aHTUBUPYCHOM
3aIUTHL, UIMEIOIIEE TTOCIICTHUE OOHOBIICHUS.

6.14.  Hoctyn k cetr UHTepHET 00ecrieunBaeTcs TOIbKO B TPOU3BOJCTBEHHBIX LIESIX U
HE MOXETHUCTIOIB30BAThCS JIJISI HE3aKOHHOW JICSTCIIbHOCTH.

PexoMeHnjoBaHHbIE MTpaBuUIIa:

- COTPYIHHMKaM IIKOJBI pa3pelaeTcsi UCIOIb30BaTh CeTh IHTEpHET TOMBKO B CITYKEOHBIX
HEJSX;

- 3ampemaercs MOCeHIeHHne J0oro caita B ceTu VIHTEpHET, KOTOPBIA CUMUTAeTCs
OCKOpPOUTENBHBIM 711 OOLIECTBEHHOTO MHEHHUS WU COJEPKUT HMH(OPMALIMIO CEKCYaTbHOTO
xapakrepa, Iporarasy pacoBoit HEHABHUCTH, KOMMEHTapuu 1o MIOBOJTY
Pa3INurs/IPEBOCXO/ICTBA TOJIOB, JUCKPEIUTUPYIOLIUE 3asBICHUS WM WHBIE MaTepUalbl C
OCKOPOWTENFHBIMA  BBICKA3bIBAHMSIMH 110 TIOBOAY YbEro-THMOO0 BO3pacTa, CEKCyalbHOM
OpHUEHTAIINH, PENIUTHO3HBIX MU MOJUTHUECKUX YOSKIECHUHN, HAIMOHAILHOTO MPOUCXOKICHHUS
WK HEAEEeCIIOCOOHOCTH;

- COTPYOHUKM IIKOJBI HE JOJDKHBI HCIOJL30BaTh CeTh VIHTEpHET M XpaHCHHS

KOPIIOPaTHBHBIX JIAHHBIX;

- paboTa COTPYTHUKOB MIKOJBI ¢ MHTEpHET-pecypcaMu JOMYCKAeTCsS TOJIBKO PEKUMOM
nmpocMoTpa WHGOPMAIIUU, UCKIIOYas BO3MOXXHOCTh Tepenayr MH(QOpPMAIMK IIKOJIBl B CETh
HNurepner;

- COTpYIHHUKaM, UMEIOIINM JTUYHbBIE YUETHBIE 3aITUCH, IPEIOCTABICHHbIE TYOINYHBIMU
MpOBali/IepaMu, He pa3perniaeTcs MoIb30BaThCS HMH Ha 000PYI0BaHUH, TTPHHA ICKAIIICM
yIPaBJICHHIO;

- COTPYIHUKHU IIKOJBI MEpell OTKPBITUEM WM PACIPOCTPAHCHHEM (ailiioB,
MOJIYYEHHBIX Yepe3ceTh VIHTepHET, JOKHBI IPOBEPUTH UX HA HATMYINE BHPYCOB;

- 3amperieH 1ocTyn B IHTEpHET yepe3 CeTh IIKOJIBI JUIS BCEX JIHI, HE SBIISIONUXCS
COTPYTHUKAMH TIKOJIbI, BKITIOUYAs WICHOB CEMbH COTPYTHUKOB IITKOJIBI.

6.15. Aagmunuctpatop JIBC mmeer mpaBo KOHTPOJIHMPOBATH COJAEP)KaHHUE BCEro MOTOKA
uH(GOpPMAIINH, TIPOXO/ISIIEH Yepe3 KaHas CBsI3U K ceTH MIHTepHEeT B 000MX HAIPaBIICHUSX.

6.16. COTpyAHUKH TOJKHBI TOCTOSHHO TOMHHTH O HEOOXOIMMOCTH OOECIeUeHHS
¢buznueckoit 6ezonacHOCTH 000pyIOBaHUS, HA KOTOPOM XPAaHUTCS MHGOPMAIUS [IKOJIBI.

6.17. CoTpynHHKaM 3alperieHo CaMOCTOSITETbHO U3MEHATh KOHPUTYPAIIHIO allapaTHOTO
UIIPOTpaMMHOTO obecrieueHusi. Bce namenenus npousBoaut agmuuauctpartop JIBC.

6.18. Bce koMmproTepHOE 0O0OpYyIOBaHHME (CEpPBEPHI, CTAIMOHAPHBIE M TOPTATHBHBIC



KOMITBIOTEPHI), Tepudepuitnoe o6opyaoBaHue (HapuMep, IPUHTEPHI U CKaHEPHI), aKCeCCyaphbl
(MaHUTYJATOPHl THNA '"MBINIB", MIAPOBBIE MAHUITYJISATOPHI, AUCKOBOABI st CD-nmuckon),
KOMMYHHKAIIHOHHOE 00OpyJoBaHue (Hampumep, (akc-MOJAEMBbl, CETEBble aJganTepbl U
KOHIIEHTPATOPHI), Ul IeJiell HACTOALIEH NOJUTHUKHM BMECTE HMEHYIOTCS "KOMIIBIOTEpHOE
obopynoBanue". KoMibroTepHoe 000pyI0BaHue, IPEIOCTABICHHOE YIIPABICHUEM, SIBIISIETCS €€
COOCTBEHHOCTBIO U MPEAHA3HAUCHO ISl HCTIOIB30BAHMS UCKIIOUUTEIBHO B TPOU3BOJICTBEHHBIX
LEJISIX.

6.19. Kaxxaplii COTpyIHUK, MOJYYMBLIMI B IOJb30BAHUE IMOPTATUBHBIA KOMIIBIOTED,
00s13aH NPUHATH HAJUIEKALINE MEPBI 110 00ECTIEYEHUIO €T0 COXPAHHOCTH.

6.20. Bce KkoOMIbIOTEpPHl JOJHKHBI 3alUINATHCA MApoJieM IPU 3arpy3ke CUCTEMBI,
aKTHBAIlMU TI0 TOpsiYei KJIaBUILE U TOCIE BBIXOJAa M3 pexuma "DxpaHHoM 3actaBku'. s
YCTAaHOBKHM PEXKUMOB 3alUTHl IMOJb30BATENb NOJKEH oOpartutbes K agmuHuctparopy JIBC.
JlaHHble HE JOJDKHBI OBITH CKOMIIPOMETHMPOBAHBI B CIy4ae XaJaTHOCTU WM HEOPEKHOCTH
npuBenlIeil k norepe obopynosanus.llepen yruinzanueir Bce KOMIOHEHTbI 000OPYIOBaHMUsl, B
COCTaB KOTOPBIX BXOJAT HOCUTEIIN JAHHBIX (BKIIOYas )KECTKHE IUCKH ), HEOOXOIMMO ITPOBEPATH,
4yTOOBl yOEAUTHCS B OTCYTCTBUM HAa HUX KOH(UIEHIMAIBHBIX IaHHBIX W JIMLIEH3UMOHHBIX
npoAyKToB. JloMKHA BBINOJIHATHCA Ipolenypa (opMaTupoBaHMsl HOcUTeNeH HH(popMaluuy,
MCKJTIOYAIOIIasi BO3MOKHOCTh BOCCTAHOBJICHUS JAHHBIX.

6.21 ITlpm 3anmcu KakoH-TMOO MHQPOPMAIIMK HA HOCHUTENb UIA Mepeadu cyObeKTam,
Yy4acTBYIOUIMM B HH(OPMALMOHHOM OOMEHE, HEOOXOIUMO yOeIUThCsl B TOM, YTO HOCHUTEIb
YHCT, TO €CTh HE COJEP’KUT HUKAKUX MHBIX JaHHBIX. [IpocToe nepedopmaTupoBaHue HOCUTENS
HE JIaeT rapaHTHUU NOJIHOI0 YAaJCHHs 3allMCaHHON Ha HeM HH(pOpMaIHH.

6.22 TlopTsr nepeqaun gaHHbiX, B ToM umcie FDD u CD guckoBoasl B
CTALIMOHAPHBIX KOMIIBIOTEPAX COTPYAHUKOB ILIKOJIbI OJOKHUPYIOTCS, 32 HCKIIOYEHHUEM TeX
CJIy4aeB, KOI'/Ia COTPYIHUKOM IIOJy4EHO pa3pellieHre Ha 3anuch agmuHuctpatopa JIBC.

6.23 Bce  mporpammHOoe oOecrneyeHHe, YCTAHOBJICHHOE Ha MPEJOCTaBIEHHOM
YIPaBICHUEM KOMIIBIOTEPHOM OOOPYAOBAHUU, SIBISIETCS COOCTBEHHOCTHIO ILIKOJIBI U JOJKHO
UCIOJIb30BaThCS UCKIIIOUUTEIBHO B TPOU3BO/ICTBEHHBIX LIENISX.

6.24 CoTpyaHUKaM 3ampeniaeTcs yCTaHaBIMBATh HA MPEJOCTABICHHOM B TOJH30BAHUE
KOMITBIOTEPHOM 000pYy/I0BaHUU HECTaHJApPTHOE, HEIULEH3MOHHOE MPOrpaMMHOe oOecieueHne
WIM MpOrpaMMHOE oOOecliedeHre, He HMEIolee OTHOLIEHUS K HX [POU3BOJICTBEHHOU
nesTenbHOCTH. Eciiu B X0/1e BBIMOTHEHUS TEXHUYECKOTO 00CTyKUBaHHsI OyJIeT 0OHapyKEHO He
paspelieHHoe K YCTaHOBKE MporpammMHoe obecrieueHre, OHO OyJeT yaalieHO, a COOOIIeHne O
HapyleHUH OyJeT HaIllpaBlIeHO HEMOCPEICTBEHHOMY PYKOBOAUTENIO COTPYIHUKA U AUPEKTOPY
IIKOJIBI.

6.25 Ha Bcex NOPTaTUBHBIX KOMIbIOTEPAX IOJDKHBI ObITH YCTAHOBJIEHBI NPOTPaMMBI,
HeoOXouMbIe AJi 00ecredeHns 3alluThl HH()OPMAIIUU:

- TEPCOHAJIBHBIN MEKCETEBOU JKPaH;

- aHTHUBHPYCHOE NMPOTrpaMMHOE 00ECIeUeHUE;

- IporpamMMHOe obecrnieueHue MmMudpoBaHUs )KECTKUX TUCKOB;

- mporpamMMHoe o0ecreueHue Mu(POBaHUS TOUYTOBBIX COOOICHUH.

6.26 Bce KOMIIBIOTEPHI, MOJKIIOYEHHbIE K KOPIIOPATUBHON CETH, JOJKHBI OBITh
OCHAIIEHBI CUCTEMON aHTUBUPYCHOM 3aILUTHI, yTBEPKIEHHOU agmuHucTparopom JIBC.

6.27 CoTpymnHHUKH ITKOJIBI HE JIOJIKHBI:

- OJOKMpPOBATh AHTUBHPYCHOE MPOTPaMMHOE 00ECIIeUeHHE;

- yCTaHaBIIMBAaTh JIPYyroe€ aHTUBUPYCHOE IPOrpaMMHOE 00eCIIeUeHHE;

- HM3MEHATH HACTPONKHU M KOHPHUTYPAIHIO aHTHBHUPYCHOTO MTPOTPAMMHOTO
o0ecreyeHus.

6.28. DnexTpoHHbBIE COOOIIEHUs JOKHBI CTPOr0 COOTBETCTBOBATH CTaHAApTaM B
o0nacTH 1en0Boi 3THKH. Vcnoap30BaHNe 3JIEKTPOHHOM MOYTHI B TMYHBIX LIENAX HE
nomyckaercsi. COTpyIHUKaM 3alperiaeTcs HanpaBiiaTh KOHQUIECHIMATbHYIO HHPOPMAIUIO



IIKOJIBI 110 3JICKTPOHHOI 1mouTte 0e3 NCIoIb30BaHus cucTeM mudpoanus. CTporo
KOH(HICHIIATbHAST HHPOPMALIUS IIKOJIBI, HU TIPU KAaKUX00CTOSITEIICTBAX,, HE TTOIJICIKUT
NEPECBHUIKE TPETHUM JIMIAM IO JIEKTPOHHON TOYTe.

6.29. Ucnonp30BaHWe  COTPYIHUKAMH IIKOJBl IyOJMYHBIX IMOYTOBBIX  SIIUKOB
AJIEKTPOHHOW TOYTHI OCYIIECTBIISIETCS TOJBKO TP COTJIACOBAHMHM C OTBETCTBEHHBIM 3a
obecrieuenne Oe3onacHoctu nHpopmanmuu JIBC mpu yclioBUM NpPUMEHEHHS MEXaHU3MOB
muGpoBaHUSL.

6.30. CoTpyaHHKH LIKOJBI JUIsi OOMEHa JOKYMEHTaMH JIOJDKHBI MCIOJIh30BaTh TOJIBKO
CBOM O(UITHATBLHBIN aJpec JICKTPOHHON MOYTHI.

6.31. CooOmieHus, mepechlIaeMple IO JJIEKTPOHHOW IMMOYTe, TMPEICTABISIOT COOOMU
MIOCTOSTHHO UCTIOJIb3YEMBIH HHCTPYMEHT JUIS 3JICKTPOHHBIX KOMMYHUKAIIUH, UMEIOIIUX TOT XKe
CTaTyc, 4TO M MUCbMa M ()aKCUMHIIbHBIE COOOIICHUS. DJIEKTPOHHBIE COOOLICHMS TMOIJIeKAT
TAKOMY )K€ YTBEPXKICHHIO M XPaHEHHIO, YTO U MPOYHE CPEICTBA MMChbMEHHBIX KOMMYHHKAITHH.

B nmensax mpepoTBparieHusi ommOOK MPH OTIPAaBKE COOOIIEHUH IOJIB30BATEN IEpeN
OTIIPaBKOW JOJDKHBI BHHMATEIILHO IMPOBEPHUTh MPABUIBHOCTh HAIMCAHUS WMEH M aapecoB
nojydvareneid. B ciyuae mosyueHust COOOLICHUS JIMIIOM, BHUMAaHUIO KOTOPOTO 3TO COOOIIeHNE
HE TMpeIHa3HAYaeTCs, TaKoe COOOIIeHHE HEOOXOJMMO IepernpaBUTh HEMOCPEICTBEHHOMY
nonyvareno. Eciu momydeHHas TakuMm oOpa3oMm HH(OpManus HOCUT KOHQHUACHIUATBHBINA
Xapakrtep, 00 3TOM cleayeT He3aMeIMTelbHO TpouH(opMupoBaTh aaMmuHucTparopa JIBC.
OTnpaBUTEns  DIIEKTPOHHOTO  COOOIIEHMS, JOKYMEHTa WM JIMIO, KOTOPOE  €ro
nepeaipecoBbIBACT, JO/DKEH YKa3aTh CBOC MM W (PaMUIIMIO, CIIY)KEOHBIH aapec U TeMmy
COOO0ILIEHNS.

6.32. He momyckaeTcst Mpy MCIIOIb30BAHHMSI SJICKTPOHHOM TTOYTHI:

- pacchuIKa COOOIIEHHH JTMYHOTO XapaKTepa, HCIOIb3YIOIUX 3HAUUTEIbHbBIE PECYpPCHI
JJIEKTPOHHOU TOYTHI;

- pacchUIKa peKJIaMHBIX MaTepHaJOB;

- TIOAINHKCKA HA PACCBUIKY, y4aCTHE B TUCKYCCHSAX U TIOJ00HBIE YCIIYTH, HCIIOJIb3YIOIINE
3HAYUTEIIbHBIC PECYPCHI AIEKTPOHHON MOYTHI B IMYHBIX LEJISX;

- TIOMCK M YTEHHUE COOOIICHNH, HAITPABICHHBIX IPYTUM JIUIIaM (HE3aBUCHMO OT CIIocoba
UX XpaHEeHHUS);

- IepechUIKa JHObIX MaTepUaloB, KaKk COOOIIEHUH, TaKk U MPUIIOKEHUH, coiepiKaHue
KOTOPBIX SIBIISIETCS NMPOTHBO3aKOHHBIM, HENPUCTOWHBIM, 3JIOHAMEPEHHBIM, OCKOPOUTEIHHBIM,
YTPOKAIONIUM, KIIEBETHHUECKUM, 3JIOOHBIM WJIM CIIOCOOCTBYET IMOBEIEHHUIO, KOTOPOE MOXKET
paccMaTpUBaThCsl KaK YroJOBHOE MPECTYIUIEHHE WM aJMHHUCTPATUBHBIA MPOCTYHOK JINOO
IPUBOAUT K BO3HHUKHOBEHHUIO TI'PaKJaHCKO-TIPAaBOBOM OTBETCTBEHHOCTH, OECHOpPSAKOB WU
NPOTHBOPEYHT CTAHIAPTAM B OOJIACTH ITHKH.

6.33. O0BbeM nepechITaeMOro COOOIIEHHS IO IIEKTPOHHOH 1TOYTe HE JOJDKEH MPEBHIIIATh
2MO6airT.

6.34. Bce  monb3o0BaTeNn JIOJKHBI OBITh OCBEAOMJIEHBI O CBOEH OO0S3aHHOCTH
cooOmath 00 W3BECTHBIX WM TOA03PEBAEMBIX HMMH HapyIIEHUSIX WHPOPMAIMOHHOM
0€30I1aCHOCTH, a TAaKXKe JOJDKHBI OBbITH NMPOMH(GOPMHUPOBAHBI O TOM, YTO HHU MpPHU KaKHX
0OCTOSTENILCTBAX OHU HE JTOJDKHBI MBITATHCS MCIOJB30BaTh CTABIIME UM M3BECTHBIMH Cila0ble
CTOPOHBI CHCTEMBbI O€30ITaCHOCTH.

6.35. B ciydae kpaxu NepeHOCHOT0 KOMIbIOTEpa CIEAyeT He3aMeTUTEIbHO COOOIINUTh
agmuaucTpaTopy JIBC.

6.36. Ecnmm wmmeercst TOMO3pEeHWE WM BBIABICHO HaJIWMYUe BUPYCOB WM HHBIX
pa3pyLIUTENbHBIX KOMIBIOTEPHBIX KOIOB, TO CPa3y MOCIE UX OOHAPYKEHUS COTPYAHUK 00s13aH:

-npouHpopMupoBaTh ariMuHucTparopa JIBC;

- HE M0JIb30BaThCA U HE BBIKIIIOYATh 3aPaXKEHHBIM KOMITBIOTED;

-HE TMOJICOETUHSITH 3TOT KOMITBIOTEP K KOMIIBIOTEPHOM CETH IIKOJIBI A0 TEX MOp, MoKa Ha
HEM He OyIeT MpOW3BEICHO yrnaleHWe OOHApY)KEHHOTO BHpYCa W IIOJIHOE AHTHBUPYCHOE
cKaHUpoBaHUe aaMuHuUcTpaTtopom JIBC.



6.37. KonpuaeHnuansubie BCTpEeUd (3acelaHusi) [OJDKHBI TPOXOJUTh TOJNBKO B
3alUIIEHHBIX TEXHUYECKUMHU CPEICTBAMH HH(OPMAIIMOHHOI 0€301MacCHOCTH MTOMEICHHSIX.

6.38. IlepeueHp MOMENIEHW C TEXHHUYECKUMH CPEACTBAMU  WH(POPMALMOHHOM
0€30I1aCHOCTH YTBEP)KJAeTCs HAYIbHUKOM IIIKOJIBI.

6.39. YuacTHukaM 3acelaHUil 3ampeniaeTcs BXOIUTh B MOMEIIEHHUS C 3alHChIBAOICH
ayIuo/BUEO anmapaTypoi, hoToanmnaparamu, paguoreraeoHaMu U MOOMIbHBIMU TeleOHAMU
0e3 nmpeABapUTENILHOTO coryiacoBanus ¢ arMuauctparopom JIBC.

6.40. Aynuo/Buneo 3amuch, (GororpadupoBaHre BO BpeMs KOH(DHICHIIMAIBHBIX
3aceJaHNil MOXET BECTH TOJIbKO COTPYIHHUK IIKOJIBI, KOTOPBI OTBEYaeT 3a IOJTOTOBKY
3acefaHus, Mocje MOIYYEeHUs! MMCbMEHHOTO Pa3pelieHus] PYKOBOJUTES TPYIIbI OpraHU3auu
BCTPEYH.

6.41. Jloctyn YYaCTHUKOB KOH()HICHIMATBHOTO 3aCeJaHNus B TIOMEIEHUE IS
€ro TPOBEJCHHUS OCYILECTBIICTCS HAa OCHOBAHMU YTBEPXKACHHOTO IMEPEYHs, KOHTPOJIb 3a
KOTOPBIM BEJIET JIMI0,0TBEYAIOIIIEe 32 OPTraHU3AIII0 BCTPEUH.

6.42. CorpyaHukam IIKOJIBI 3alpeIIaeTCs:

- Hapywmarb HH(POPMAIMOHHYIO 0€30IacCHOCTh M pabOTy CETH LIKOJIBI;

- CKaHUPOBATh MOPTHI I CUCTEMY O€30ITaCHOCTH;

- KOHTPOJHMPOBATH PadOTY CETH C MEPEXBATOM JIaHHBIX;

- TOJIyYaTh JOCTYN K KOMIBIOTEPY, CETH MM YIETHOU 3aich B 00XO0J CHCTEMBI
UICHTU(UKAIIMHATIONH30BATENs M 0€3011aCHOCTH;

- HCIOJIb30BaTh JIOOBIE MPOTPAMMBI, CKPHUIITHI, KOMaH/bl WJIN TEpPElaBaTh
COOOIICHHUS C IENBIOBMEIIATHCS B paOOTY UITH OTKJIIOUUTH MOJIb30BATENS] OKOHEYHOTO
YCTPOUCTBA;

- nepeaaBaTh HHPOPMALIUIO O COTPYIHUKAX WM CIUCKU COTPYIHUKOB IIKOJIBI
MOCTOPOHHUMIIUIIAM;

- c03/1aBaTh, OOHOBJIAThH WU PACIPOCTPAHATH KOMIIBIOTEPHBIE BUPYCHI U ITPOYHE
pa3pyLUTEIbHOE IPOrpaMMHOE OOecTiedeHue.

6.43. OTBETCTBEHHOCTh 32 COXPAaHHOCTh JAaHHBIX HA CTAI[MOHAPHBIX M IOPTATUBHBIX
HEPCOHAIBHBIX KOMIIBIOTEPAX JICKUT HA MOJIb30BATEISX.

6.44. HeoOXoquMO pEryJsipHO JielaTh pe3epBHBbIE KOMUU BCEX OCHOBHBIX CITY)KEOHBIX
JAHHBIX ¥ POrPaMMHOI0 00eCTIeYeHNsI.

6.45. Tonpko agmuuuctpatop JIBC Ha OCHOBaHMHU 3asBKM JUPEKTOpa IIKOJBI MOMKET
co3laBaTb U YJAISITh COBMECTHO MCIOJIb3yEMbIE CETEBbIE PECYpChl M MANKU OOIIEero
NOJIb30BaHMUs,a TAKXKE YIPABIATH MOJIHOMOYUSMH JIOCTYIA K HUM.

6.46. CoTpyIHUKH UMEIOT NPaBO CO3/1aBaTh, MOIUQPUIIMPOBATH M YHAIATH (Dailabl H
JUPEKTOPUH B COBMECTHO HCIIOJIb3YEMBIX CETEBBIX PECypcax TOJIbKO Ha TEX y4acTKaX, KOTOpPbIe
BBIJICJIEHBl JIMYHO JJI HHUX, A UX pabouux Tpynnm MIM K KOTOPBIM OHM HMMEIOT
CAHKIIMOHUPOBAHHBINA JJOCTYII.

6.47. Bce 3asBKM Ha MPOBEACHUE TEXHHUYECKOTO OOCITYy>KWBAHUS KOMITBIOTEPOB JIOJIKHBI
HarnpaBiaTbes axmuHuctparopy JIBC.

6.48. Bce onepanuoHHBIE TPOIEIYyphl W TPOIEIYyphl BHECEHHS W3MEHEHUH B
UH(POPMALIMOHHBIE CUCTEMBI M CEPBUCHI JIOJKHBI OBITh IOKYMEHTHPOBAHBI, M COTJIACOBAHHBI C
agmuauctpaTopom JIBC.

7. Ynpasienue HH(POPMALMOHHOK 0€30I1ACHOCTHIO

7.1 VYupasnenue Wb mkossl BKIItoYaeT B ceos:

e pa3paboTKy M MOJJIEPXKAHUE B aKTYAIbHOM COCTOSIHUM [lomuTrKy MH(MOPMAIMOHHON
0€30I1aCHOCTH;

e pa3paboTKy M MOJICP)KAHNUE B AKTyaJIbHOM COCTOSIHUM HOPMAaTHBHO-METOAMYECKUX
JIOKyMEHTOBITO oOecrieueHunto 1b;

o obecrieueHue OecriepeOoiftHOTrO PyHKIIMOHMpPOBaHUS KoMILieKkca cpeacts Ub;



e OCYLIECTBICHHE KOHTPOJIS (MOHUTOPUHTA) PyHKIIMOHUpOBaHUs cucTeMbl Ub;
e OILICHKY PUCKOB, CBSI3aHHBIX ¢ HapymeHusmu Ub.

8. Peajau3anus noJUMTHKH HHPOPMALMOHHON 6€30MACHOCTH

8.1. Peanmmzauus [lomutuku UMb 1mKombl ocymiecTBisieTcs Ha OCHOBAaHMM JTOKYMEHTOB,
pErIaMeHTUPYIOLIUX OT/IeJIbHbIE TPOLEAYPhI U MPOLECCHl IPOPECCHOHATBHOMN AEATEIbHOCTH B
YIIPABJICHUH.

9. Ilopsinoxk BHeceHHs] M3MEHEHUI U I0NIOTHEHUI B MOJIUTUKY HH(OPMAIMOHHOI
0e3onacHOCTH

9.1 Buecenne w3menenuit u jgomnonHeHuit B [lomuTtmky wHGOpManMOHHON
0€30I1aCHOCTH MPOU3BOJUTCA HE PEXE OJHOr0 pa3a B TPU Ioja C LEIbIO0 NPUBEICHUS B
COOTBETCTBUE ONIPENEICHHBIX [[0MTUKON 3aIIUTHBIX MEP PEAIbHBIM )KU3HEHHBIM YCIOBUSAM U
TEKYLUM TpeOOBAHUAM K 3alllUTe UH(DOPMALUH.

10. KonTpoJb 3a co0/ioeHnemM NoJTUTHKN HH(OPMANUOHHOM 0€30MaCHOCTH

10.1. Texymuit KOHTpOIb 3a COONIOACHHEM BbINONHEHUS TpeOoBaHuil [lomuTuku
UH(POPMALMOHHOM 0€30MaCHOCTH HIKOJIBI BO3JIaraeTcsi Ha COTPYAHHUKA, HA3HAYEHHOTO IIPUKA30M
JUPEKTOpA IITKOJIBL.

10.2. JIMpeKTop IIKOJbl Ha PEryJsIpHOW OCHOBE pacCMaTpUBAET peaU3alMi0 U
coOuto/IeHre OTACNbHBIX NoJjoxeHuid llomutukn nHGOpMAMOHHON 0€30IMacHOCTH, a TaKKe
OCYILIECTBIISIET MOCIENYIOUINI KOHTPOJIb 3a COOJII0IEHNEM €€ TPeOOBaHUM.
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